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1. Rate (per User®*) $13 per Month
*Use of the State’s VPN infrastructure currently is included in the Network Device Fee for State
Employees and on-site contractors who work in buildings on the State’s Local Area Network.

2. General Overview
The Office of the CIO (OCIO) VPN solution provides secure and controlled remote access from

devices that connect from outside of the State of Nebraska network to a desktop, server or device

inside the State of Nebraska network to employees, contractors, vendors and any other agent

granted remote access privileges. See NITC 8-303L Remote Access Standard for further information.

3. Service Description
The service includes:

Access to the OCIO hosted VPN solution and required licenses for a single named user

Redundant appliances with a high degree of availability for 24 X 7 X 365 remote access to

State resources

Access Rule configuration and management

o Access Rules are used to control access to specific internal resources. Access Rules are
configured and managed by the OCIO, based on agency requirements.

o Configuration and testing of agency-specific access rules will be billed at Open Systems
published Staff Rates for Time and Material.

VPN security group management

o Access Rules are applied to users via Active Directory security groups.

o VPN Access Rule security groups will be managed by the OCIO. No nesting of agency-
managed groups will be allowed.

o Configuration and testing of agency-specific VPN Security Groups will be billed at the
Open Systems published Staff Rates for Time and Material.

VPN user account management

o VPN users must have an account in the State of Nebraska shared active directory forest
stone.ne.gov (STN).

o Users paying the monthly rate will be managed by the OCIO. This includes provisioning,
de-provisioning and VPN security group membership.

VPN Request Form submission and processing.

o All users of the VPN service will complete the OCIO VPN Request Form, including State
employees and on-site contractors covered under the device fee.

The service does NOT include:
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e Support of client (end user) devices that are not related to the health of the VPN
infrastructure. Assistance in troubleshooting end user devices will be billed at the Open
Systems published Staff Rates for Time and Material.

e User account management for State Employees and on-site contractors within agency
Organizational Units (OUs).

Any work not explicitly listed in this section as included in the service will be billed at the published
Time and Materials Staff Rate.
Benefits:

e Regulatory compliance (e.g. HIPAA, NITC security standards, FISMA, Privacy Act)

e Integration with other OCIO Shared Services to meet agency requirements for multi-factor
authentication and/or FIPS hardware encryption.

e  Multi-site hosting of infrastructure for Disaster Recovery and Fault Tolerance

5. Roles and Responsibilities
Responsibilities of the OCIO:

e Management and configuration of VPN infrastructure.

e Distribution and processing of VPN Request Forms

e Creation and maintenance of documentation about the VPN service and making the
documentation available to users of the service.

e Access Rule configuration and management.

e VPN security group management

e VPN user account management for users paying the monthly fee.

e Configuration of agency-specific access rules and associated security groups.

e Utilization of the Office of the CIO’s change management system to clearly assess the risk
and communicate / co-ordinate the system impact of proposed changes to the VPN
infrastructure.

Responsibilities of the Customer:

e Identify agency-specific Access Rules and clearly define the requirements to OCIO staff for
configuration.

e Configuration of agency-managed firewalls and other agency-managed networking
equipment, as required for allow VPN access to internal resources.

e Ensure that agency-sponsored VPN users adhere to the NITC standards and guidelines,
including but not limited to:

o Computers connected to State resources must contain an Anti-Virus program with
current signatures and that the computer is free from Spyware, Adware, and rootkits,
etc. that would place State resources in jeopardy.

o Remote access users are responsible for all actions incurred during their session in
accordance with all State of Nebraska and agency standards and policies.
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o All home networks connected to the Internet via a broadband connection should have a
firewall installed, updated and operational.
o Web browsers settings should be selected or disabled as appropriate to increase
security and limit vulnerability to intrusion.
Operating systems should contain the most current security patches.
All home computers must contain an Anti-Virus program with current signatures and the
computer must be free from Spyware, Adware, and rootkits, etc.
Joint Responsibilities of the Office of the CIO and the Customer:
e Adherence to standards and protocols established by the Office of the CIO in collaboration
with the customers.
e Testing and troubleshooting of VPN Access Rules as they pertain to the agency/customer.
e Communicating NITC standards as they relate to the VPN to users.

6. Billing Information
The Office of the CIO uses a system of billing accounts, job codes and work orders for authorizing
work and tracking costs for specific projects. The customer may designate which job code and work
order to use or request a new job code and work order. Contact the Office of the CIO for assistance
with developing an accounting structure that meets the needs of your organization.

7. Service Hours, Availability and Reliability
Customers may contact the help desk 24 X 7 X 365 by calling 402-471-4636 or, for less urgent
problems, directing e-mail to cio.help@nebraska.gov. Customers can also open tickets by visiting
https://ciohelpdesk.nebraska.gov/user.
The VPN service infrastructure is available 24 X 7 with the exception of issues outside of the Office
of the CIO’s control. Scheduled service interruptions may occur in order to apply security patches

and/or perform upgrades necessary to maintain the security and integrity of the VPN service. On
occasion, a short service interruption may be scheduled to address an urgent issue.

The VPN service is comprised of two large-scale replicated appliances located in separate geographic
locations. Most maintenance can be performed with limited disruption of service by failing over
from the primary to the secondary appliance.

VPN support personnel are on call twenty four hours per day, seven days a week to diagnose and
correct system problems related to the infrastructure. Problems specific to a workstation will be
diagnosed and corrected Monday through Friday from 8:00am to 5:00pm.

For further information, please contact:

Office of the CIO Help Desk
cio.help@nebraska.gov
402-471-4636 or 800-982-2468
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